Abstract: Wi-Fi is the wireless networking technology which allows two or more users to connect to each other or connect to the internet within a particular area. Wi-Fi thus enables a number of devices to communicate with each other using Radio Frequency signal which helps to use a lot of advanced services to be provided to the user. In the proposed system RF signals form Wi-Fi and ZigBee sensor nodes were used and the received signal strength indicators (RSSI) were used as a test to detect the presence of human beings in an indoor environment. This system can be used as an actual alarm for detection of physical intrusion in a certain area and also can be used to save energy and reduce costs on a large scale.
Introduction
Intrusion detection in a certain given environment is one of the most important topics that we have to consider nowadays because of security issues and also for energy management.
The traditional security approaches include setting up lasers, cameras or even people for security measures. However, this may lead to wastage of resources like money, storage and power. Thus we need to come up with measures which use some different methods other than those available for better security purposes or energy management.
Wireless sensor networks can be considered as a good tool to monitor and stop events which can be harmful to man. Low cost sensors, radios and systems can help the development of sensor networks to help users in various environments and allow them to control such situations. Wireless sensor technology can be used in various fields such as medical, educational or military.
The presence of an intruder can be determined in an indoor environment using Received Signal Strength Indicator. The objective of the paper being reviewed [1] is to statistically characterise the Radio Frequency signal in an indoor environment and to determine if a human being present in the room is being detected. Irregularity in the strength of radio signals is a common phenomenon and is often considered as a disadvantage of radio networks. Irregularity in the signal strength is seen even more when a human body is in the propagation path of the signal.The human body is comprised of molecules of water which are able to additionally absorb, diffract, scatter or reflect the energy of the radio signal [2] . Thus the presence of a human being in a wireless network path shows prominent strength changes at the receiving end. This particular phenomenon is being used in the proposed system by considering the Received Signal Strength of the Signals and thereby determining the presence of human subjects in the test environment.
In this review paper the flow is as follows: Section 2 contains the literature review followed by Section 3 which contains the review of three proposed systems [1] , [2] , [9] .
Literature Review
Use of radio signals to detect the presence of humans is not a new field and various papers have been published on this topic. In the paper published by Bojan Mrazovac et all in 2012 [2] it has been discussed how the irregularities of the received signal strength can be used to determine human presence. In 2006Ploetner and Trivedi [3] have combined the use of wireless sensor networks and other technologies like video cameras and even microphones to detect human presence. Daniel L. Silver et all have discussed the possibility of using the variation in the Received Signal Strength Indicator (RSSI) and Link Quality Indicator (LQI) values for intrusion detection and have also determined and tested an algorithm for detecting and intruder [4] .
Another issue that can be encountered during the usage is that of false alarms. As stated by Lee, P.W.Q. et all in 2010 [8] it is quite difficult to detect a human being by just setting a common threshold in the given environment. The fluctuation of the used radio signals gives a relevant solution. They [8] have proposed an algorithm which can be used for motion detection. This algorithm measures the fluctuations over a window of X packets. There is human detection if the percentage of fluctuations fall below the set threshold.
Intrusion Detection a) Using ZigBee motes or Wi-Fi NIC:
In the proposed system [1] actual ZigBee motes were used instead of signal generators and spectrum analysers in order to demonstrate the feasibility of using these motes practically in characterizing the signal behaviour. The iris motes operate at a frequency around 2.4 GHz. Any type of Iris mote can function as a base station when it is connected to a programmable board MIB520. The role of MIB520 is to act as an interface for both programming individual motes and for data communication from base station to PC. The board runs on TinyOS, a free and open source component based embedded operating system and platform targeting WSNs that is written in the NesC programming language. The Arduino Uno microcontroller board is connected to the computer to switch on/off appliances. Wi-Fi Network Interface Card, more commonly referred to as NIC, is a circuit board or card that was introduced on the PC so it can be connected to the Wi-Fi network. It provides common Internet connection means in office environment among other networking services and hardly any office lacks a Wi-Fi connection nowadays. The Internet connection is made free over Wi-Fi sometimes. The Arduino Uno microcontroller board engine is the ATMEL processor ATmega328 with interfacing slots. It can be connected to a computer using a USB cable and be powered by AC power adapter or DC batteries. Fig.1 shown below indicates the connection between the microcontroller board (Arduino Uno) and the NIC card in the computer PC.
The data generated by this proposed system checks the various irregularities that have been generated and calculates the mean and the standard deviation. When the presence of human subjects in the testing environment is detected then the standard deviation and mean are greater.
They sampling rate should always be higher than the passing intruder so as to detect him other they can be missed and the intruder won"t be detected. The proposed system [1] follows the following algorithm:
b) Using multiple receivers and discriminant analysis to detect number of human subjects: Another system proposed by Lin, W.C. et all in 2011 [9] uses RSSI to measure the presence of multiple human beings present in the given environment at the same time. They have stated that the fluctuation in the RSSI is more when more than one person is present in the testing area. They have also proposed a system which uses one transmitter and multiple receivers so as to minimize the number of false alarms generated and to increase the accuracy of the data generated in case one receiver fails to generate an output even when a human is present. They have stated the use of Discriminant analysis to distinguish between two or more groups and detect more than one human subjects present in the testing environment. Discriminant analysis is used to characterize or separate two or more groups of objects or events, in this case the presence of human subjects.
Discriminant Analysis c) Using PCA for accurate detection of human subjects
In the system proposed by B. Mrazovac et all in 2012 [2] they have proposed the use of Principal Component Analysis(PCA) to obtain a more accurate result for detecting presence of humans rather than using standard deviation. However, they have stated that PCA requires more number of samples and thus increases the processing time of the system. They have suggested and incremental method for processing in future systems. System using Principal component analysis for more accurate result for human detection.
Requires a high processing time because of the large amount of data.
d) Future Scope
After considering all three systems proposed by the authors [1] , [2] , [9] it can be observed that the system proposed by B. Mrazovac et all in 2012 [2] is by far the most accurate system to be used for intrusion detection. Also some further modification can be done to these systems by adding an Arduino microcontroller or a Raspberry Pi to the system so that the system can upload the generated data to a certain website or Android application or send a SMS about the intrusion detection to the owner. This will make sure that the owner gets to know about the intrusions soon as the intruder is detected. The systems proposed can be used for either security purposes and energy management. However, I feel that the use of the system is more suitable for security purposes as there are various systems present for energy management.
Conclusion
Intrusion detection is an important criterion that everyone has to consider in the current age in which security is one of the highest priority of any person. The system discussed in this paper is one such alternative for security measures to be used in a small office or home office environment. Although there are some shortcomings these can be overcome by doing further research on this topic. The systems that have been discussed can be modified further after more research and could be used on a wide scale for security purposes and also for energy management.Thus we can say that the use of Wi-Fi signals or ZigBee signals for intrusion detection is quite feasible and should be further studied for better implementation. Considering all the data that has been reviewed a good fail safe system is yet to be made and there is still a lot of scope for research to be done.
